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root@server:~# openssl s_client —connect domain.com:443 -tlsextdebug -debug -state | grep
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TLS server extension "heartbeat" (id=15), len=1

0000 - 01

read from 0x95cb888 [0x95d0e33] (5 bytes => 5 (0x5))

0000 - 16 3 02 0b ¢cc .

read from 0x95cb888 [0x95d0e38] (3020 bytes => 3020 (0xBCC))

0000 - Ob 00 Ob c8 00 Ob c5 00-05 9d 30 82 05 99 30 82 ... 0..0.
0010 - 04 81 a0 03 02 01 02 02-08 11 bb ec db 00 00 39 ... 9
0020 - dO 30 Od 06 09 2a 86 48-86 f7 0d 01 01 05 05 00 .0..*H...
0030 - 30 5e 31 Ob 30 09 06 03-55 04 06 13 02 4b 52 31 0~1.0..U..KR1
0040 - 12 30 10 06 03 55 04 0a-Oc 09 43 72 6f 73 73 43  .0..U...CrossC
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0000 - 16 03 02 13 6f

TLS server extension "session ticket" (id=35), len=0
read from 0x9349888 [0x934ee33] (5 bytes => 5 (0x5))

....0

read from 0x9349888 [0x934ee38] (4975 bytes => 4975 (0x136F))
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Hot qjx| AE(ssl/d1_both.c)

hbtype = *p++;
n2s(p, payload);

pl = p;

/* Read type and payload length first */

if (1 + 2 + 16 > s->s3->rreclength)
return O;

hbtype = *p++;
n2s(p, payload);
if 1 + 2 + payload + 16 >

s->s3->rrec.length)
return 0;

pl = p;

X E0 AIO|E : http://git.openssl.org/gitweb/?p=0penssl.git;a=commitdiff,h=96db902
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yum update

- OpenSSL ¢HolE

sudo pacman -Syu
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sudo apt-get update
sudo apt-get dist-upgrade
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sudo apt-get install --only-upgrade openssl
sudo apt-get install --only-upgrade libssl|1.0.0
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.Jconfig ~-DOPENSSL_NO_HEARTBEATS
make depend

make

make install
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[OpenSSL HeartBeat F 2™ ElX| Snort Rule]

- SSL MH|A ZEO CHslf 34 ™A MEE|= |18 03 72| ©X| TfE

alert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087,2096,2484,8443,8883,9091]
(content:"|18 03 00|"; depth: 3; content:"|01|"; distance: 2; within: 1;

content:!"|00]"; within: 1; msg: "SSLv3 Malicious Heartbleed Request V2;

sid: 1;)

alert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087,2096,2484,8443,8883,9091]
(content:"|18 03 01|"; depth: 3; content:"|01|"; distance: 2; within: 1;

content:!"|00]"; within: 1; msg: "TLSvl Malicious Heartbleed Request V2";

sid: 2;)

alert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087,2096,2484,8443,8883,9091]
(content:"|18 03 02|"; depth: 3; content:"|01|"; distance: 2; within: 1;

content:!"|00]"; within: 1; msg: "TLSv1.1 Malicious Heartbleed Request V2"

sid: 3;)
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